VPN Client Installation Instructions
(Internal OME-RESA network)

May 29, 2008
updated October 1, 2008

merregae.wine@omeresa.net
Download the correct VPN Client for your O0S.
Open a browser and type in:
ftp://techcoord@www.omeresa.net
Username and password provided by OME-RESA staff

Drag the file vpnclient-win.msi-5.0.00.0340-k9.exe to your desktop.
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Close the browser when download is complete.



Double-click the executable file (or unzip to a folder on your desktop)

WinZip Self-Extractor - vpnclient-win-msi-5.0.0... “

To unzip all files in thiz self-extractar file to the Unzip
zpecified folder press the Unzip buthan.
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Run Wingip
Unzip to folder:
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Swphclient_setup.exe hels

Open the extracted folder (if you create one) - some Operating systems
will run the file automatically for you (depends on your OS).

Double-click the vpnclient setup.exe (if your OS doesn't open the setup
for you automatically).

You should see a Welcome screen.

Click on Next.

13 Cisco Systems VPN Client 5.0.00.0340 Setup = | [ ﬁ

Welcome to the Cisco Systems
VPN Client 5.0.00.0340
Installation Wizard

[t iz strongly recommended that vou exit all \Windows programs
befare running thiz setup program.

Click Cancel to guit the setup program, then close any programs
wau have running. Click Mest to continue the ingtallation,

WARMIMG: This program is protected by copyright law and
international treaties.

[Inauthaorized reproduction or digtribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under law.

< Back Mext » ] [ Cancel




Accept the agreement and click Next.

14 Cisco Systems VPN Client 5.0.00.0340 Setup =]
License Agreement u
Y'ou must agree with the license agreement below to proceed. t-‘:
Client Software License Agreement of Cisco Systems ”~

THE SOFTWARE TO WHICH Y0OU ARE REQUESTING ACCESS 15 THE
PROPERTY OF CISCO 5Y5TEMS. THE USE OF THIS SO0FTWARE 15
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING "™vES'" ON THIS SCEREEN, YOU
INDICATE THAT %YO0U AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE BEAD THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON '"YES".

IF %'0U DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU

WILL BE DENIED ACCESS TO THE SOFTWARE. w

(%) | accept the license agreement
{1 | do not accept the license agreement

[ Reseat ] [ < Back ]I Mest = *[ Canicel

Choose the default folder and click Next.

15/ Cisco Systems VPN Client 5.0.00.0340 Setup =]
Destination Folder G
Select a folder where th lic:at ill b irvstalled. 4
glecl 3 folder wnere the application will be installe } ‘

The "Wize [nstallation ‘Wizard will ingtall the files far Cizco Syztems WPMH Client
5.0.00.0340 in the following folder.

To inztall into a different folder, click the Browse button, and select anather folder.
Y'ou can chooge not ba inztall Cizco Systems WP Client 5.0.00.0340 by clicking Cancel
b exit the "WWize [nstallation wizard.

[eztination Folder

C:%Program FileshCizoo SpstemshWPM Clienth

< Back ][ Mext = ] [ Cancel




Ready to Install, click Next.

13 Cisco Systems VPN Client 5.0.00.0340 Setup

Ready to Install the Application

Click Mest to begin installation.

Click. the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

< Back " M et > ] [ Cancel

Let the application install, takes a little while during certain areas.

Click Finish and restart your system.
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Cisco Systems VPN Client
9.0.00.0340 has been
successfully installed.

Click the Finizh buthon to exit thiz inztallation.

< Back Cancel

Go to Start, Programs, Cisco Systems VPN Client, and open the VPN Client
(yellow padlock)
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Choose Connection Entries
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Choose New (or Modify if previously configured)
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Connection Entry

Host 10.100.0.2

Group Authentication

& VPN Client | Create New VPN Connection Entry

(give your session a name,

for example "alpha")

(Name and password provided by OME-RESA staff)

Connection Entry: Ialpha

D ezcription; IEDnnect b OME -

RESA's Alpha system
CISCO

Host [10.100.0.2

Authentication I Transport, | B

f+ Group Authentication

ackup Serverz I Dial-Up I

7 Mutual Group Authentication

M amne: IGrDupName

Pazzword:

Ixxxxxxxx

HERREHRHRK

Confirmn Pazswornd: I

" Certificate Authentication

Name:l
[T Send CA Certificate Chain

Eraze zer F'asswu:uru:ll

Save Cancel

Click on the Transport tab.

Check mark in Enable Transparent Tunneling

Choose IPSec over UDP

Save
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& VPN Client | Create New VPN Connection Entry

Connection Entry: Ialpha

]
cIsco

Dezcription: IEDnnect to OME-RESA's Alpha system

Host: {10.100.0.2

Authentication | IBackup Servers | Dial-Up |

[+ Enable Transparent Tunneling
* |PSec over UDP [ NAT / PAT |
i IPSec over TCP TCF F'u:urt:|1EIEIEIEI

[T Allow Local LA Access

Peer rezponge timeout [zeconds]: |30

Eraze lzer Pazsword | Save Cancel

Click the Connect icon
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Enter the username and password assigned by OME-RESA staff.

& VPN Client | User Authentication for "alpha”

Enter Uzername and Pazaward.

alaln Usmname:thusmnamﬂ
cisco

EEREEEETY

Pazzword:

k. i | Cance

You will see a message "Negotiating security clearance..."

When the application connects, the little yellow padlock icon will
minimize to the taskbar on the bottom right of your desktop and will be
running in the background.
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To check the connection, Open a Reflection session using your Alpha
username and password.

At your name prompt, type in "show term"

If the Remote Port Info = 10.100.0.xx you are using the VPN client to
connect.

198.234.229.66.r 2w - Reflection for UNIX and Digital (=[]
File Edit Connmection Setup Macro ‘Window Help

L=zE & = r e | W2
[ | | L

MERRE GAE > sh term
Terminal: NTY9431: Device Type: VT300 Series Ouner: NTY9431:

Username: MERRE GAE I
Remote Port Info:( [10.100.0.23]

Input: 9600 LFfill: 0 lidth: 80 Parity: None
Output: 9600 CRfill: 0 Page: 24

If the Port Info shows the IP address of your local machine (such as
10.10.14.85) you are not connected via the VPN client.



